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「醫健通電子藥物數據連接」:系統保安預備
和啓動藥物下載進階操作分享

1. 系統安全測試（Penetration Test）流程, 常見問題及解決方案

2. 下載資料最佳使用方法 (Mapping rules and Presentation)

3. 藥物資訊下載環境設定準備 (Production Set Up)

4. 藥物資訊下載規則與流程 (Downloading Rules and Logistics)

5. 常見下載問題與問題排障 (Issues on Downloading)



系統安全測試
Penetration Test

範圍和流程 (Scope and Logistics)



系統安全測試目的

➢ Identify threats of the information assets;

➢ Identify vulnerabilities such as the logic of the firewall security policy setting,
time bomb and backdoor coded in programs that may be difficult or impossible
to detect with automated network or application vulnerability scanning
software;

➢Test and validate the efficiency of security protection and controls;

➢Test the defensive ability to detect and respond to attacks;

➢Evaluate the effectiveness of network security devices such as firewalls and
routers; and

➢Demonstrate the ability of the system in guarding against real-world
cyberattack.



系統安全測試範圍

1. Network e.g.
• Is network access control configured properly through the firewall?
• Are unnecessary network services exposed to Internet users?

2. Server e.g.
• Is appropriate access configured? Or server can be trivially accessed?
• Is the server effectively patched against vulnerabilities?

3. Application e.g.
• Is role-based access available and based on the minimal access needed by that role?
• Is password protection sufficiently effective?
• Has application been coded to prevent malicious code injection e.g. SQL injection, Cross Site 

scripting attacked?
• Is the application using vulnerable third-party software?



系統安全測試前預備

1. Please describe the major functions of the web application.
2. What web technologies are used for the frontend and backend?
3. Will the test be conducted on the production or testing site? [Recommend 

testing site]
4. What is the URL of the web application to be tested?
5. How many user roles are there? [Recommend 1 admin and 1 regular user]
6. Where is the web application hosted? [Cloud, which vendor? Local, What 

OS?]
7. Is the web application protected by a WAF (Web Application Firewall)? 

[Recommend whitelisting the tester's IP during the assessment]
8. Are there any concerns regarding scanning or testing hours?
9. Are there any other special arrangement needs regarding the PT?



系統安全測試流程

using automatic tools and 

manual effort

Reference to OWASP Top 

10 standard

Phases of Penetration Testing



專業系統安全測試

Penetration Tester’s certifications

Certified Information 

System Security 
Professional

Offensive Security 

Wireless Professional
Offensive Security Certified 

Professional

AWS Certified Security 

Specialty
Certified Information 

Systems Auditor

eLearnSecurity Certified 

Penetration Tester eXtreme

Certificate of Cloud 

Security Knowledge v.4

CWL 

Red Team Analyst

Altered Security 

Certified Red Team Professional



系統安全測試流程
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Kickoff (Day 0)

• Scope and 
Objectives

• Methodology
• Schedule
• Next steps

Preparation by RCH

(within one week after a 
RCH project starts )

• Prepare testing environment 
by RCH

Testing and Analysing by 
Pentester (in 2 weeks after 
pentest commences, ~2-3 
mandays)

• Conduct Testing
• Perform Risk Analysis
• Deliver Follow-up plan
• Debriefing

Final report delivery by 
Kinetix 

(~2 mandays)

• Delivery of final 
report

• Review and sign off 
by RCH

Verification review by 
Pentester (~1 week post 
safeguard 
implementation)

• Retest or verify RCH’s 
remediation effort

Remediation by 
RCH/LSCM (~4 
weeks)

• Perform remedial 
actions by RCH

A Typical Project Plan



系統安全測試流程

1. A project plan

2. A follow up plan (with issue descriptions and recommendations)

3. A Presentation of the findings

4. A Penetration Testing Report

Project Deliverables



系統安全測試
Penetration Test
常見問題及解決方案

Common Issues and Resolutions



系統安全測試 (Penetration Test)流程，常見問題及解決方案

• Potential Security Risks of Web Application 
o Broken Access Control 

o Cryptographic Failures 

o Injection

o Insecure Design

o Security Misconfiguration

o Vulnerable and Outdated Components

o Identification and Authentication Failures

o Software and Data Integrity Failures

o Security Logging and Monitoring Failures

o Server-Side Request Forgery



Broken Access Control

Issue: Access control on user and public

Risk: High

Identify method:

1. Check if the system has proper role-based access control

2. Check if the access control can be bypassed by modifying the URL  (i.e., http://your-domain.com/images/patient1.jpg)

Prevention recommendations:

1. Apply a role-based access control  to enforce the restriction on data access and feature access

2. Avoid exposing URL access to the public, applying path redirects, and/or using encoding like base64 while transferring file 
previews.

3. Disable web server directory listing and ensure file metadata (e.g., .git) and backup files are not present within web roots.

4. Rate limit API and controller access to minimize the harm from automated attack tooling.



Cryptographic Failures

Issue: Enable and limit to HTTPS security network connection

Risk: High

Identify method:

1. Check if the systems are accessible by using HTTP protocol

1. Using browser http://your-domain.com

2. Using curl command (e.g. curl -I http://your-domain.com)

3. Using telnet command (e.g. telnet your-domain.com 80)

2. Check the availability of SSL certificate using the certificate viewer in web browser

Prevention recommendations:

1. In server setup, redirect port 80 inbound connection to HTTPS

2. Apply a valid SSL certificate from a trusted Certificate Authority (CA)



Injection

Issue: SQL / programming language injection

Risk: High

Identify method:

1. Check if the system has proper validation on user-supplied data

2. Check if the system has been implemented context-aware escaping to avoid dynamic queries or non-parameterized calls 

Prevention recommendations:

1. Use LIMIT and other SQL controls within queries to prevent mass disclosure of records in case of SQL injection. 

2. Apply server-side input validation to prevent unexpected input from client-side or user input

3. Implement context-aware escaping logic such as replacing "<", ">" to "&lt", "&gt" 

4. Apply additional logical checking to reject specific input that contains any conceivable code metacharacters (i.e. ls –la, 
sleep(200))



Security Misconfiguration

Issue: Lack of access control to the file system

Risk: Critical

Identify method:

1. Check the access and permission 

2. Check if the directory listing is disabled in the server config

i. For Apache

ii. For Nginx

Linux Window

Using list(ls) command Using directory(dir) command

Check if assign minimized permission to the system directory



Security Misconfiguration (cont.)

Prevention recommendations:

1. Assign minimized permission to the system directory

i. For example:

2. Check if the directory listing is disabled by using browser access

Owner Group Other

Read & Write Read Only Read Only



Vulnerable And Outdated Components

Risk: High

Identify method:

1. Check the installed package version

i. For Ubuntu, use apt show package-name

ii. For Windows, use Get-Package

2. Check the coding library version

3. Verify if the installed package is end of service or has Common Vulnerabilities and Exposures(CVE)

i. For the package's end-of-life period, refer to the package's official website or endoflife.date

ii. For CVE, refer to www.cvedetails.com

Prevention recommendations:

1. Identify the outdated package and update to the latest version if possible

2. Disable features that may trigger CVE



Identification and Authentication Failures

Issue: Permits brute force or other automated attacks

Risk: High

Identify method:

1. Check if the system has a rate-limiting setup 

2. Check if the system has captcha functionality

Prevention recommendations:

1. Implement rate limiting

2. Limit or increasingly delay failed login attempts

3. Implement captcha functionality such as Google re-captcha



Identification and Authentication Failures

Issue: Exposes session identifier in the URL

Risk: High

Identify method:

1. Check if the system has an exposure on the session identifier such as the session token 

Prevention recommendations:

1. Use a server-side, secure, built-in session manager that generates a new random session ID. 

2. Session identifier should not be in the URL, be securely stored, and be invalidated after logout.



Identification and Authentication Failures

Issue: Weak Password Policy

Risk: High

Identify method:

1. Check if the system has a strong password policy

Prevention recommendations:

1. Restricting the password pattern, such as avoiding the username the same as the password 

2. Implement multi-factor authentication to reduce the risk of account takeovers

Controls Settings

Complexity and Length • At least eight characters with mixed-case alphabetic characters, numerals and special characters, or
• At least ten characters with combinations of mixed-case alphabetic characters and either numerals or special 
characters.

Password history Eight passwords remembered

Account lockout After five invalid logon attempts

Regular password change Every three months to six months



Security Logging and Monitoring Failures

Risk: High

Identify method:

1. Verify if system has sufficient logging, detection, monitoring, and active response occurs any time with the following:

2. Auditable events, such as logins, failed logins, and high-value transactions, are logged.

3. Warnings and errors generate no, adequate, and clear log messages.

4. Logs of applications and APIs are monitored for suspicious activity.

Prevention recommendations:

1. Ensure all login, access control, and server-side input validation failures can be logged with sufficient user context to identify 
suspicious or malicious accounts and held for enough time to allow delayed forensic analysis.

2. Ensure that logs are generated in a format that log management solutions can easily consume.

3. Ensure log data is encoded correctly to prevent injections or attacks on the logging or monitoring systems.



預備下載
Preparation for Data Downloading

最後準備和安排

Final Wrap Up and Moving Ahead 





院舍登記醫健通

登記參加醫健通

https://www.ehealth.gov.hk/tc/healthcare-provider-and-professional/how-to-register/index.html
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電子健康紀錄申請及諮詢中心

院舍熱線

醫護接受者查詢熱線

3919 2455

3467 6300

醫護人員查詢熱線 3467 6230

傳真 3467 6099

電郵 ehr@ehealth.gov.hk

網頁 www.ehealth.gov.hk

地址
九龍灣臨澤街8號啟匯11樓1102室
電子健康紀錄申請及諮詢中心



醫健通電子藥物計劃-行政準備指南

附件一：登記醫健通方法
附件二：核對院友是否已登記醫健通及給予互通同意方法
附件三：為每位院友登記參加醫健通及給予互通同意方法
附件四：院舍常見問题
附件五：電子藥物計劃海報
附件六：電子藥物計劃宣傳單張
附件七:  由醫護提供者擔任代決人聲明
附件八:  登記同意書
附件九:  互通同意書
附件十: 院舍資訊系統保安與私隱參考指引
附件十一 : 醫健通使用者帳戶管理

院舍行政準備資源

下載保安與私隱參考指引下載行政準備指南 下載宣傳單張下載海報

https://emedication.lscm.hk/assets/%E9%99%84%E4%BB%B6%E5%8D%81.pdf
https://emedication.lscm.hk/assets/%E9%86%AB%E5%81%A5%E9%80%9A%E9%9B%BB%E5%AD%90%E8%97%A5%E7%89%A9%E8%A8%88%E5%8A%83-%E8%A1%8C%E6%94%BF%E6%BA%96%E5%82%99%E6%8C%87%E5%8D%97.zip
https://emedication.lscm.hk/assets/%E9%99%84%E4%BB%B6%E5%85%AD.pdf
https://emedication.lscm.hk/assets/%E9%99%84%E4%BB%B6%E4%BA%94.pdf


保安與私隱參考指引

下載保安與私隱參考指引

https://emedication.lscm.hk/assets/%E9%99%84%E4%BB%B6%E5%8D%81.pdf




醫健通藥物資訊標準和 HL7 FHIR 規格

https://www.ehealth.gov.hk/filemana
ger/content/pdf/en/ehris/annex/appe
ndix-a-xi-ehr-prescribing-record.pdf

https://emedication.lscm.hk/assets/[G
175]Developers%E2%80%99_Quick_G
uide_For_eHR_Drug_Record_Downloa
d.pdf

https://www.ehealth.gov.hk/filemana
ger/content/pdf/en/ehris/annex/appe
ndix-a-x-ehr-dispensing-record.pdf

HL7 FHIR Prescribing Standards Dispensing Standards

https://www.ehealth.gov.hk/filemanager/content/pdf/en/ehris/annex/appendix-a-xi-ehr-prescribing-record.pdf
https://www.ehealth.gov.hk/filemanager/content/pdf/en/ehris/annex/appendix-a-xi-ehr-prescribing-record.pdf
https://www.ehealth.gov.hk/filemanager/content/pdf/en/ehris/annex/appendix-a-xi-ehr-prescribing-record.pdf
https://emedication.lscm.hk/assets/%5bG175%5dDevelopers%E2%80%99_Quick_Guide_For_eHR_Drug_Record_Download.pdf
https://emedication.lscm.hk/assets/%5bG175%5dDevelopers%E2%80%99_Quick_Guide_For_eHR_Drug_Record_Download.pdf
https://emedication.lscm.hk/assets/%5bG175%5dDevelopers%E2%80%99_Quick_Guide_For_eHR_Drug_Record_Download.pdf
https://emedication.lscm.hk/assets/%5bG175%5dDevelopers%E2%80%99_Quick_Guide_For_eHR_Drug_Record_Download.pdf
https://www.ehealth.gov.hk/filemanager/content/pdf/en/ehris/annex/appendix-a-x-ehr-dispensing-record.pdf
https://www.ehealth.gov.hk/filemanager/content/pdf/en/ehris/annex/appendix-a-x-ehr-dispensing-record.pdf
https://www.ehealth.gov.hk/filemanager/content/pdf/en/ehris/annex/appendix-a-x-ehr-dispensing-record.pdf




User Acceptance Test Preparation 測試準備

https://emedication.lscm.hk/assets/e
Medication_Step-by-Step-Instructions-
for-Technical-Set-Up-for-Data-
Download-of-Medication-Data-from-
eHRSS_v10dec.pdf

Testing Step-up UAT Test Plan

https://emedication.lscm.hk/assets/Us
er_Acceptance_Test_Plan_21_Feb_20
25.pdf

https://emedication.lscm.hk/assets/eMedication_Step-by-Step-Instructions-for-Technical-Set-Up-for-Data-Download-of-Medication-Data-from-eHRSS_v10dec.pdf
https://emedication.lscm.hk/assets/eMedication_Step-by-Step-Instructions-for-Technical-Set-Up-for-Data-Download-of-Medication-Data-from-eHRSS_v10dec.pdf
https://emedication.lscm.hk/assets/eMedication_Step-by-Step-Instructions-for-Technical-Set-Up-for-Data-Download-of-Medication-Data-from-eHRSS_v10dec.pdf
https://emedication.lscm.hk/assets/eMedication_Step-by-Step-Instructions-for-Technical-Set-Up-for-Data-Download-of-Medication-Data-from-eHRSS_v10dec.pdf
https://emedication.lscm.hk/assets/eMedication_Step-by-Step-Instructions-for-Technical-Set-Up-for-Data-Download-of-Medication-Data-from-eHRSS_v10dec.pdf
https://emedication.lscm.hk/assets/User_Acceptance_Test_Plan_21_Feb_2025.pdf
https://emedication.lscm.hk/assets/User_Acceptance_Test_Plan_21_Feb_2025.pdf
https://emedication.lscm.hk/assets/User_Acceptance_Test_Plan_21_Feb_2025.pdf


下載資料最佳使用方法 (Data Mapping and Presentation)

Download UI/UX Guide

https://emedication.lscm.hk/assets/General_UIUX_Guidelines_for_Presenting_Data_Download_From_eHealth_on_the_RCH_System_23_Dec_2024.pdf


下載資料最佳使用方法 (Data Mapping and Presentation)

“Neglect” Institutions in the initial phase



下載資料最佳使用方法 (Data Mapping and Presentation)

“Dispensing Date”
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Setup for Downloading
1. Configure for Data Download
2. Verify Residents’ consent and PMI
3. Verify Downloaded Data
4. Download in Action
5. Monitor Download Success and Timeliness

推行前系統準備錦襄



Production Setup Guide

https://emedication.lscm.hk/assets/
Preparation%20for%20Production%
20Set%20up%20for%20Data%20Do
wnload%20Connectivity%2031%20
Dec%202024.pdf

HCP Name
HCP Number
(not HCI Number)

Search HCP Information

毅

1. 系統設定Configuration (HCP Based)

RCHs operated under the same HCP (e.g NGO) will only need to be configured once

https://emedication.lscm.hk/assets/Preparation%20for%20Production%20Set%20up%20for%20Data%20Download%20Connectivity%2031%20Dec%202024.pdf
https://emedication.lscm.hk/assets/Preparation%20for%20Production%20Set%20up%20for%20Data%20Download%20Connectivity%2031%20Dec%202024.pdf
https://emedication.lscm.hk/assets/Preparation%20for%20Production%20Set%20up%20for%20Data%20Download%20Connectivity%2031%20Dec%202024.pdf
https://emedication.lscm.hk/assets/Preparation%20for%20Production%20Set%20up%20for%20Data%20Download%20Connectivity%2031%20Dec%202024.pdf
https://emedication.lscm.hk/assets/Preparation%20for%20Production%20Set%20up%20for%20Data%20Download%20Connectivity%2031%20Dec%202024.pdf


https://emedication.lscm.hk/assets/
HCP_Setup_Form_Drug_Download_
Production.xlsx

2. Production Setup Form1. Security Checklist

https://emedication.lscm.hk/assets/
Preparation%20Document/Security
%20Assessment%20Checklist_Data_
Download%20v1.0%2011%20Dec%2
02024.xlsx

3. Generate eCert

Download Oracle Java SDK

Download OpenJDKAfter successful endorsement, configure with
1. eHR Production IP address
2. Signed eCertificate
3. Assigned eMR System and Client ID

Submission for each HCP
1. Security Checklist
2. Production Set Up Form

✓HCP name and ID 
✓eMR system name and version

3. Generate an eCert per HCP

https://emedication.lscm.hk/assets/HCP_Setup_Form_Drug_Download_Production.xlsx
https://emedication.lscm.hk/assets/HCP_Setup_Form_Drug_Download_Production.xlsx
https://emedication.lscm.hk/assets/Preparation%20Document/Security%20Assessment%20Checklist_Data_Download%20v1.0%2011%20Dec%202024.xlsx
https://emedication.lscm.hk/assets/Preparation%20Document/Security%20Assessment%20Checklist_Data_Download%20v1.0%2011%20Dec%202024.xlsx
https://emedication.lscm.hk/assets/Preparation%20Document/Security%20Assessment%20Checklist_Data_Download%20v1.0%2011%20Dec%202024.xlsx
https://emedication.lscm.hk/assets/Preparation%20Document/Security%20Assessment%20Checklist_Data_Download%20v1.0%2011%20Dec%202024.xlsx
https://emedication.lscm.hk/assets/Preparation%20Document/Security%20Assessment%20Checklist_Data_Download%20v1.0%2011%20Dec%202024.xlsx
https://www.oracle.com/java/technologies/javase-downloads.html
https://openjdk.org/


此院友不在名單內即未登記醫健通或未給予
院舍互通同意

院舍職員請為院友登記醫健通（如未登記）
及／或給予互通同意

於醫健通系統進入「All in One」頁面。請院

友將其智能身份證插入醫健通讀卡器，或院
舍職員手動輸入其身份證明文件資料（如沒
有智能身份證），系統會指引職員為院友進
行登記醫健通（如未登記）及／或給予互通
同意
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Existing User Administrator (RCH) 
download consent list from 
eHealth for checking and 
verification

eHR No.
醫健通號碼

HKID No.／
Doc No.

身份證明文件
號碼

English Full Name
英文全名

Consent Type

互通同意類型
一年（one-

year）／無限
期（Indefinite）

Start Date

互通同意
開始日期

End Date

互通同意
結束日期

123456789123 ID:A123***7 CHAN TAI MAN Indefinite 08-Jul-2022 Indefinite

234567891234 OP:B234***6 LEE, APPLE One-year 11-Aug-2022 11-Aug-2023

ABC RCH
Client no.

HKID No.／
Doc No.

English Full Name

ABC0001 ID:A123***7 CHAN TAI MAN

ABC0002 OP:B234***6 LEE, APPLE

ABC0003 ID: C333***7 WONG, KIN HONG

已取得互通同意之醫護接受者名單/ List of HCR with Sharing Consent

院舍的院友名單

2.核對互通同意 Verify Residents’ Sharing Consent (before 
implementation)

1. RCH UA download sharing consent 
list (password protected) from eHR 
for RCH IT to cross-check with the 
resident list

2. RCH IT to record eHR no in RCH 
system for each resident with sharing 
consent (and the consent status)

3. RCH to follow up on residents 
without sharing consent



Name DOB Sex Gender HCR No.HKID No.

Name DOB Sex Gender HCR No.HKID No.

Name DOB Sex Gender HKID No. HCR No.

Download prescribing and dispensing records after production turn-on
- All RCH residents with sharing consent for 1 year records from the system date
- Verify successful production setup
- Identify residents with "successful" download

1. Compare downloaded records with existing medication profiles in the RCH system
2. Verify completeness of records

- Identify residents with “unsuccessful” download
1. Verify and rectify error of PMI of resident in RCH system (name, ID, DOB, gender) – RCH 

check ID copy
2. Verify HCR no and validity of sharing consent – RCH check eHR enrolment module
3. Send ID copy and request for verification to eHR RO if PMI and HCR no. are “correct” and 

sharing consent is believed “still valid” – RCH send via LSCM to eHR RO to clarify

3. 核對下載資料 Verify Downloaded Data (upon 
implementation)

Batch download for all residents



錯誤排解 “Error” while attempting to download and follow up

PMI mismatch -> check PMI at RCH

Consent invalid/missing/expired -> 
Check consent

No medication records in specified 
period -> recheck request

No active professional account

eHR issues in executing requests

Revise request parameter

Revise request parameter

Revise request parameter



NameDOB Sex Gender HCR No.HKID No.

Auto trigger requesting download of prescribing and 
dispensing records
- upon mark “return” from OPD/hospital and/or upon 

“medication inputting”
- request for download date -3 to +3 days (from

system date)

- +/-continue to retry every 15min if not successful for 72
hours, then abort

Return from OPD 
Date/Time

Specialty

Dis from Hospital

Institution

SpecialtyInstitution

SpecialtyInstitution
Next Follow Up 
Appointmnet

Auto input institution and specialty of downloaded items 
Auto calculate the adequacy of medication from quantity and 
next follow up date

4. 啟動下載 Download in Action



For each download ad hoc request, capture the following:

1. % of successful downloads (both prescribing and dispensing) upon inputting

2. % missing records and types (prescribing or dispensing or both)

3. % missing/mismatched data and types (which data field(s) miss or mismatch)

4. Aggregated summary for monitoring progress and details of problem cases (if any) to
eHR IT via LSCM for investigation

eHR 
number

OPD/Dis Prescribe 
Date/time

Download 
Date/time

Latency Dispense 
Date/time

Download 
Date/Time

Latency RCH Input 
Date/time

Success or 
failure

1 OPD 13:00 13:30 30 min 13:20 13:50 30 min 14:00 +10 min

2 OPD 13:00 14:00 60 min 13:20 14:00 40 min 14:00 0 min

3 OPD - - - 12:30 14:00 90 min 14:00 0 min

4 OPD 12:00 14:00 120 min - - - 14:00 0 min

5 Dis 12:00 15:00 12:30 15:30 - 14:00 -? min

5. 跟進下載進度Monitor Download Success and Timeliness



Next Steps

1. Schedule UAT and PT with LSCM 

2. Identify RCHs for pilot and implementation, and prior eHealth 
preparation (RCHs and Residents)

3. Pilot early and further rollout, gaining experience for data 
downloading and enhancements for community dispensing
– More accurate and complete medication records

– Security upgrade in advance

– eHealth eMedication connectivity, security compliant and capability of  

• Downloading consolidated dispensing records (via community pharmacy)

• Enhancements of data content (e.g. allergy information, specialty, etc.)

• Adoption of eAdministration and barcoded medication checking workflow

• Sharing of drug administration records to eHealth (at a later phase)

Feedback for Continuing Further Briefing Session

https://docs.google.com/forms/d/e/1FAIpQLSeGgRtj8Glgevw488iYAip_eVIWRKDgXqrXH9tl5oaYW5o7Lg/viewform?usp=header
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